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Who am I

● Hardware evaluator @research lab
● Lecturer “offensive technologies” @university
● Penetration tester, consultant @self employed (was: Big Four)
● Co-founder @Scattered Secrets
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Taylor Swift, what happened?
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Taylor Swift, what happened?

● Taylor Swift ticketing handled by Ticketmaster
● Ticketmaster uses Snowflake (“that powers the AI Data Cloud”)
● Snowflake got hacked:

● No mandatory Multi Factor Authentication for admins
● Mandiant: "[..]at least 79.7% of the accounts leveraged by the threat actor in 

this campaign had prior credential exposure"
● Data of 560 million Ticketmaster users affected
● Besides Ticketmaster, seemingly 165+ other organizations affected

● This story will continue for many months or years
● Probably too much work for the hackers to ransom and extort them all at once

https://cloud.google.com/blog/topics/threat-intelligence/unc5537-snowflake-data-theft-extortion
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Uber, what happened?
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Uber, what happened?

● Uber source code stored private in GitHub repository
● No mandatory Multi Factor Authentication for developers

● Developer re-used password on other services:
● Other service got hacked, password cracked

● GitHub account take over:
● Storage credentials in Uber source code (AWS S3)
● Data of 57 million Uber users and 600 thousand drivers stolen

● Bonus:
● Uber did not report the breach & paid hackers $100,000 to keep quiet
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Account takeover is the new 0day(?)

● Timeline:
● Exploit operating system flaws
● Exploit other software flaws
● Exploit application code
● Exploit account takeovers  we are here

● Verizon: “credential abuse is the big thing to focus on”
● Huge increase in amount of available breach data in the last years

● Bulk sets with hundreds of millions of lines are quite common
● Huge decrease in costs and complexity for an attacker

https://www.verizon.com/business/resources/T1fd/reports/2024-dbir-data-breach-investigations-report.pdf
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What do cybercriminals do?
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What does Scattered Secrets do?
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Aaaah, like HIBP / Apple / Microsoft?

● No:
● HaveIBeenPwnd: email without password  false positives

● Pwnd Passwords: password without email, see Apple
● Apple: password without context  limited risk

● Alert if a grocery store in Australia is using the same password
● To takeover an account, an attacker needs the account name too

● Microsoft: password blacklisting  different scope
● “global banned password list” and optionally a “custom banned password list”

● Protects against password spraying, not against credential stuffing 

● What we provide: email + password pairs  actionable information

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-password-ban-bad
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How to get a quality dataset?

● Step 1: collect raw data
● The amount of available data 

is overwhelming
● Basic task

● Step 2: extract credentials
● cut, grep, sed, awk, jq etc.
● Basic task

● Step 3: analysis & cracking
● Here you can make the difference
● But what kind of data is out there?
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Plain passwords

In the old days (early 1960s), passwords were stored in plain text only
● Trouble:

● Password file breached means all accounts breached
● Including randomly generated quality passwords
● Perfect for seeding dictionaries

● Plain storage still occasionally used nowadays! 
● Fixes:

● Obfuscation
● 6th Edition Unix (1974): basic password hashing using crypt(3)

● Actually an encryption algorithm (DES) used for hashing
● Maximum password length = 8
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Basic hashes (MD-* SHA-*)

Introduction of basic plain hashing (early 1990s)
● Trouble:

● Same password results in same hash: hashes can be pre-calculated
● A big lookup table with hash ↔ password

● Efficient and effective cracking introduced
● Crack (1991), Jack (1993), John the Ripper (1996)

● Fix: salting, not hash(password) but salt + hash(password + salt):
● N times more compute required for N hashes, no more pre-calculation
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Basic hashes with salts

Introduction of salted basic algorithms (mid 1990s)
● Trouble:

● Herd immunity only, no protection against targeted attacks
● Cracking a single salted hash is just as fast as cracking a plain basic hash

● Moore’s law goes password cracking: CPU power doubles about every 2 years
● Algorithms unchanged  easier to crack passwords over time

● Fix: key stretching, use multiple rounds to slow a cracker down:
● MD5crypt (1994): 1,000x MD-5 (and a salt), later examples: SHA*crypt
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Basic hashing with salts and iterations

Introduction of salted and key stretched basic algorithms (mid 1990s)
● Trouble:

● New technology introduced for cracking: Graphic Processing Units
● General purpose programming with CUDA (2007), OpenCL (2009)
● 50 to 100x speed-up for most hashing algorithms

● Moore’s law also works for GPUs
● Algorithms unchanged  easier to crack passwords over time

● Fix: hardware-specific slowdowns & password specific algorithms
● Use more fast memory than available on the cracking platform
● For example bcrypt (1999): does not work efficiently for GPUs, even today

● Number of iterations can be configured as well
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Hashing with salts, iterations and H/W limitations

Introduction of H/W slowdowns & password specific algos (late 1990s+)
● Trouble:

● New technology introduced for cracking: Field Programmable Gate Arrays 
● Specific FPGAs supported for specific algorithms (2019)
● 50 to 100x speed-up for specific algorithms when released (including bcrypt)

● Moore’s law still works for this and all earlier technology
● Algorithms unchanged  at some time tech will overcome the H/W slowdowns

● Fix: fully configurable hardware-specific slowdowns:
● Scrypt (2009), Argon2 (2015):  developers, you want one of those

● Configurable number of iterations, configurable resource usage
● Update parameters over time, to beat the latest and greatest cracking platform
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Effective & efficient cracking

● Password cracking is an exponential problem:
● Brute force 10M hashes, mixed-case alphanumeric with special characters:

● Basic hash: length ~8-9
● Salted basic hash: length ~5
● Key stretched salted basic hash: length ~3-4
● Key stretched salted hash with H/W limitations: length ~1-2  more and more bcrypt seen
● N extra length requires ~100N times more computing power

● Just “buy more computers” is not a practical solution

● Think different:
● Use tricks
● Use the best and most powerful platform for each specific job
● Data analysis on cracked passwords to improve cracking rules over time
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Tricks

● Applications and code changes over time:
● Website updates from MD-5 to bcrypt with workfactor 12

● From extremely fast to extremely slow
● Reverse engineer leaked code:

● Database still stores case-insensitive legacy hashes for upgraded accounts
● For upgrade paths and backward compatibility
● Reset procedures still uses mechanism based on legacy algorithm

● Crack legacy fast hashes, use results as dictionary for new slow hashes

● Great success:
● Using MD-5 based loginkey to recover a significant percentage of bcrypts
● That’s over a 100 million times speed-up!
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Best cracking platforms

● Basic hashes: GPUs
● With or without salts and key stretching
● Bigger is better:

● Consumer grade hardware is most cost effective

● Huge sets of basic hashes / complex rules: CPUs
● GPUs haven’t got enough VRAM memory
● Use high core count devices with AVX-512 support

● Hashes with hardware slowdowns: FPGAs
● More speed for less power
● Exotic breed, find supported devices and built it yourself
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Best cracking platforms, ct.

● From zero to (data centre) hero:
● Each box contains 72 FPGAs @~585 Watts

● Bcrypt performance per box: ~14 RTX-4090s @~6,500 Watts
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Results & observations

● Over 7 billion email + password pairs recovered
● On average 1 to 2 million a day, especially a lot of unique bcrypt content

● There’s a lot of fake password news and disinformation out there
● A typical organization:

● Over ~1,337 accounts: account takeovers just works (≥1 accounts)
● At scale: 5-15% of accounts can be breached
● No (effective) protection against credential stuffing

● Old passwords matter
● Still new passwords recovered from the 2012 LinkedIn breach in 2024
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Results & observations, ct.

● The grass is greener on the other side:
● Cyber criminals often perform test-runs before the full attack starts

● Too few results  try an easier victim
● Outsmart your competitors, even basic measures can help

● A good password policy can work counterproductive:
● Alphanumeric, mixed-case, ≥12 length, organization-specific blacklist
● The number of leaked candidate passwords goes down, but the quality of 

candidates goes up drastically  higher efficiency & stealthier
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Fake news

● Hookers.nl got hacked:
● Statement: “no passwords stolen”
● Reality: cracked 57% of ~300k passwords in three days

● This was a quick burn-in test for one of our then new boxes

https://web.archive.org/web/20211106033315/https://www.hookers.nl/forum/hookers-hang-out/over-ons/bugs-andere-foutjes/2811760-datalek-hookers-nl
https://scatteredsecrets.medium.com/hookers-nl-breach-cracking-57-of-the-passwords-in-three-days-da613bbac32b
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No basic protection

● Hacked because of missing basic cyber hygiene? Say this:
● “Very sophisticated attack, never seen before”
● “State sponsored threat actor”

● Reality:
● A school kid with $5 and a gaming PC can launch a successful attack

● If you can run Call of Duty, you can brute force an eight position basic hash in days
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No basic protection, ct.
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Old passwords matter

● 2012 Dropbox password, still used for all her accounts:
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Old passwords matter, ct.

● Passwords can help you to follow persons over time:
● Historical passwords can help to unravel the mechanisms used
● Find personal accounts based on professional accounts and vice versa

● Let’s check politicians!
● Some politicians use a high quality password, that is unique worldwide
● Using this password you can identify their personal accounts:

● john.doe@official.tld → johnd@gmail.com, jdoe@hotmail.com, jdburner@yahoo.com  
● Member of house of parliament: what did we find?

mailto:john.doe@official.tld
mailto:johnd@gmail.com
mailto:jdoe@hotmail.com
mailto:jdburner@yahoo.com
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Old passwords matter, ct.

● pr0n :)
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Thank you OrangeCon!

Questions?
Remarks?

Check your accounts for breached passwords:
https://scatteredsecrets.com/

Jeroen van Beek
jeroen@scatteredsecrets.com 

https://scatteredsecrets.com/
mailto:jeroen@scatteredsecrets.com
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Multi Factor Authentication is not a silver bullet

● MFA not enabled on all internal services  you’re still vulnerable
● MFA not enabled on all external services  you’re still vulnerable

● Or is your staff not using sensitive information on third party platforms?
● Specific attacks are out there to successfully bypass MFA:

● MiTM reverse proxies stealing session tokens
● Keyloggers stealing session tokens (“infostealers”)
● MFA fatigue attacks, and other types of social engineering

● However using MFA is better than not using it!

https://github.com/kgretzky/evilginx2
https://en.wikipedia.org/wiki/Infostealer
https://en.wikipedia.org/wiki/Multi-factor_authentication_fatigue_attack
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